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Sending Side 



Sending Connection Initiation 
Data To A Receiving 
Computer System, The Connection 
Initiation Data Including A 
Purported Sending Address 




Receiving Connection Initiation 
Data From A Sending 
Computer System, The Connection 
Initiation Data Including The 
Purported Sending Address 
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Receiving Side 



Altering Standard Connection 

Establishment Data To 
Include Adress Validation Data 



Receiving Altered Connection 

Establishment Data That 
Include Address Validation Data 




Sending The Altered Connection 
Establishment Data To The 

Purported Sending Address 
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Generating An Appropriate 
Connection Response Based 
On The Address Validation Data 



Sending The Appropriate 
Connection Response To The 
Receiving Computer System 



Determining If A Computer System 
Corresponding To The Purported 
Sending Address Appropriately 
Respond To The Address 
Validation Data 
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Receiving An Electronic 
Message Purportedly 
Sent From A Sending Side 
Domain 



Examining A Plurality Of 
Parameter Values Of The 
Electronic Message To Attempt 
To Identify An Actual Sending 

Side Network Address 
Corresponding To A Sending 
Computer System 



Querying A Name Server For A List 
Of Network Addresses Authorized 
To Send Electronic Messages 
For The Sending Side Domain 



Detemnining If The Actual Sending 
Side Network Address Is Authorized 
To Send Electronic Messages 
For The Sending Side Domain 



Providing Results Of The 
Determination To A Message 
Classification Module 
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Receiving An Electronic 
Message From A Sending 
Domain 



601 



605 
A Step For 
Identifying Relevant 
Electronic Message 
Transmission Polices 
Adhered To By The 
Sending Domain 



Receiving One Or More 
Electronic Message Transmission 
Policies Corresponding 
To The Sending Domain 
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Parsing Relevant Electronic 
Message Transmission Policies 
From The One Or More Received 
Electronic Message Transmission 
Policies 
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Providing The Relevant Electronic 
Message Transmission Policies 
To A Message Classification 
Module 
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Sending Side "V"^ Receiving Side 
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Receiving Electronic Message Data 
That Is To Be Contained In An 
Electronic Message 



702- 



Generating An Initial Document 
From Different Portions Of 
State Infonmation 
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Generating A Puzzle Input From One Or 
More Components Of The Electronic Message 



704- 



Identifying An Answer Document Such 
That An Answer Hash Value, Calculated 
From A Combination Of The Answer 
Document And The Puzzle Input, 
Is An Answer Value For A Computational 
Puzzle, The Answer Hash Value Calculated 
Using A Puzzle Hash Algorithm 
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Sending An Electronic Message That 
Includes The Identified Answer Document 
And The Electronic Message Data To 
The Receiving Side Domain 
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Receiving An Electronic Message 
That Includes Electronic Message Data 
And An Answer Document 



707 



Reproducing The Initial Document 
From The Different Portions Of 
State Information 



708 



Recalculating The Puzzle Input 
From One Or More Components of 
The Electronic Message 



709 



Determining If A Verifying Hash Value, 
Calculated From A Combination Of The 
Answer Document And The Puzzle Input 

Is An Answer Value Indicative Of A 
Solution To The Computational Puzzle, 
The Verifying Hash Value Calculated 
Using The Puzzle Hashing Algorithm 
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Providing Results Of The Determination 
To An Electronic Message Classification 
Module 



Fig. 7 
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